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Cybersecurity, Ethical Hacking,
GRC & IT Management Courses

One-on-one online training with real lecturers

Start Anytime  ·  Flexible Scheduling  ·  South Africa

All international exams are optional and excluded from pricing.

School of IT issues Certificates of Completion for all courses.

Course Prerequisites Duration Price

CCT – Certified Cybersecurity Technician None 24h / 40h R19,900 / R28,800

CSA – Certified SOC Analyst Basic IT/Networking 20h / 40h R18,900 / R28,800

CSCU – Certified Secure Computer User None 20h R12,900

CTIA – Certified Threat Intelligence Analyst Security+ or equivalent 20h / 40h R18,900 / R28,800

CND – Certified Network Defender Networking knowledge 20h / 40h R18,900 / R28,800

CEH – Certified Ethical Hacker Basic IT/Security 80h R43,600

CHFI – Computer Hacking Forensic Investigator Security knowledge 20h / 40h R18,900 / R28,800

CPENT – Certified Penetration Testing
Professional

CEH-level knowledge 40h R28,800

CCISO – Certified Chief Information Security
Officer

Senior IT/security experience 40h R32,700
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C|CSE – Certified Cloud Security Engineer Cloud & security knowledge 40h R28,800

WAHS – Web Application Hacking & Security CEH-level knowledge 20h / 40h R18,900 / R28,800

ECES – Certified Encryption Specialist Basic IT knowledge 20h R12,900

ECSS – EC-Council Certified Security Specialist Beginner friendly 20h R12,900

EHE – Ethical Hacking Essentials None 20h R16,900

DFE – Digital Forensics Essentials None 20h R12,900

DSE – DevSecOps Essentials Basic DevOps knowledge 20h R12,900

NDE – Network Defence Essentials Basic networking 20h R12,900

TIE – Threat Intelligence Essentials Security+ or equivalent 20h R12,900

CSE – Cloud Security Essentials Basic cloud knowledge 20h R12,900

ECIH – Certified Incident Handler Cybersecurity basics 20h / 40h R18,900 / R28,800

ECDE – EC-Council Disaster Recovery
Professional

Basic IT knowledge 20h R12,900

CASE Java – Certified Application Security
Engineer – Java

Java knowledge 40h R28,800

CASE .NET – Certified Application Security
Engineer – .NET

C#/.NET knowledge 40h R28,800

ICS/SCADA – ICS/SCADA Security OT/ICS knowledge 20h / 40h R18,900 / R28,800

ISE – Information Security Essentials None 20h R12,900

SOC Essentials – SOC Essentials Basic IT 20h R12,900

SCP – Security Certified Practitioner Basic networking & security knowledge 20h R18,900

OSCP – Offensive Security Certified
Professional

Strong Linux, networking & pentesting knowledge 40h R32,700

BBLC – Blockchain – Business Leader
Certification

No technical knowledge 12h / 24h R14,900 / R19,900

BFC – Blockchain – Fintech Certification Basic finance/IT 24h / 40h R19,900 / R28,800

BDC – Blockchain – Developer Certification JS/Python knowledge 24h / 40h R19,900 / R28,800

GRC Analyst – GRC Analyst Course Basic IT & compliance awareness 20h R18,900

IT Auditor – IT Auditor Course Basic IT & governance knowledge 20h R18,900

PECB DORA Foundation – PECB DORA
Foundation

None 20h R18,900

PECB DORA LM – PECB DORA Lead
Manager

Governance/Risk/Compliance experience
recommended

40h R32,700

CIPP – CIPP – Certified Information Privacy
Professional (IAPP Prep)

Basic compliance/privacy knowledge 20h R18,900

IT PM – IT Project Manager Course General business or IT knowledge 20h R22,800

CAPM – CAPM – Certified Associate in Project
Management

General business/IT knowledge 20h R18,900

PMP – PMP – Project Management
Professional

Project management experience recommended 40h R32,700

ITIL 4 Foundation – ITIL 4 Foundation None 10h R10,900

Sec+ Fundamentals – Security+ Fundamentals Basic IT knowledge 20h R12,900
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Cybersecurity, Ethical Hacking, GRC & IT Management

CCT  –  Certified Cybersecurity Technician 24h / 40h R19,900 / R28,800

Prerequisites: None

A vendor-neutral entry point covering core security concepts, network defence, threat identification and incident response. Ideal for
those starting a career in cybersecurity.

CSA  –  Certified SOC Analyst 20h / 40h R18,900 / R28,800

Prerequisites: Basic IT/Networking

Focuses on Security Operations Centre workflows: log analysis, SIEM platforms, threat detection and escalation procedures for
Level 1/2 SOC analysts.

CSCU  –  Certified Secure Computer User 20h R12,900

Prerequisites: None

End-user security awareness covering safe internet use, password hygiene, email threats, social engineering and basic data
protection practices.

CTIA  –  Certified Threat Intelligence Analyst 20h / 40h R18,900 / R28,800

Prerequisites: Security+ or equivalent

Teaches structured threat intelligence lifecycle: data collection, analysis, dissemination and integration into defensive operations
using industry frameworks such as MITRE ATT&CK.;

CND  –  Certified Network Defender 20h / 40h R18,900 / R28,800

Prerequisites: Networking knowledge

Covers network security controls, perimeter defence, firewall/IDS/IPS configuration, VPNs and continuous monitoring to protect
enterprise networks.

CEH  –  Certified Ethical Hacker 80h R43,600

Prerequisites: Basic IT/Security

The industry benchmark for offensive security. Covers 20 hacking domains including reconnaissance, scanning, exploitation,
malware threats, sniffing, social engineering and cloud/IoT attack vectors using EC-Council's methodology.

CHFI  –  Computer Hacking Forensic Investigator 20h / 40h R18,900 / R28,800

Prerequisites: Security knowledge

Digital forensics methodology for investigating cyber incidents: evidence acquisition, disk/network/mobile forensics, email forensics
and report writing for legal proceedings.

CPENT  –  Certified Penetration Testing Professional 40h R28,800

Prerequisites: CEH-level knowledge

Advanced penetration testing across enterprise networks, IoT, OT and cloud environments. Covers multi-layered network pivoting,
advanced exploit writing and custom shellcode.
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CCISO  –  Certified Chief Information Security Officer 40h R32,700

Prerequisites: Senior IT/security experience

Executive-level programme covering CISO governance, risk management, security programme management, finance, legal
compliance and strategic leadership for senior security professionals.

C|CSE  –  Certified Cloud Security Engineer 40h R28,800

Prerequisites: Cloud & security knowledge

Covers security design and implementation across AWS, Azure and GCP: identity management, data security, network controls,
DevSecOps integration and cloud incident response.

WAHS  –  Web Application Hacking & Security 20h / 40h R18,900 / R28,800

Prerequisites: CEH-level knowledge

Focuses on OWASP Top 10, web app attack techniques (SQLi, XSS, CSRF, IDOR), API security, authentication bypass and
defensive secure-coding practices.

ECES  –  Certified Encryption Specialist 20h R12,900

Prerequisites: Basic IT knowledge

Covers symmetric and asymmetric encryption, PKI, TLS/SSL, hashing, digital signatures and real-world cryptographic
implementations for securing data at rest and in transit.

ECSS  –  EC-Council Certified Security Specialist 20h R12,900

Prerequisites: Beginner friendly

Broad introduction to network security, ethical hacking fundamentals and digital forensics basics. Suitable for IT generalists moving
into security.

EHE  –  Ethical Hacking Essentials 20h R16,900

Prerequisites: None

Foundation ethical hacking course covering information gathering, scanning, enumeration, vulnerability assessment and basic
exploitation techniques in a structured lab environment.

DFE  –  Digital Forensics Essentials 20h R12,900

Prerequisites: None

Introduction to digital forensics: evidence handling, file system analysis, recovering deleted data, network forensics and preparing
basic forensic investigation reports.

DSE  –  DevSecOps Essentials 20h R12,900

Prerequisites: Basic DevOps knowledge

Integrates security into CI/CD pipelines: SAST/DAST tooling, container security, secrets management, dependency scanning and
shift-left security principles.

NDE  –  Network Defence Essentials 20h R12,900

Prerequisites: Basic networking

Covers fundamental network security controls including firewalls, IDS/IPS, VPNs, wireless security, traffic analysis and network
monitoring best practices.
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TIE  –  Threat Intelligence Essentials 20h R12,900

Prerequisites: Security+ or equivalent

Introduction to threat intelligence concepts: open-source intelligence (OSINT), indicator management, threat actor profiling and
basic intelligence reporting.

CSE  –  Cloud Security Essentials 20h R12,900

Prerequisites: Basic cloud knowledge

Entry-level cloud security covering shared responsibility models, IAM basics, securing cloud storage/compute, and monitoring
cloud environments.

ECIH  –  Certified Incident Handler 20h / 40h R18,900 / R28,800

Prerequisites: Cybersecurity basics

End-to-end incident response process: preparation, identification, containment, eradication, recovery and post-incident analysis
aligned with NIST and industry standards.

ECDE  –  EC-Council Disaster Recovery Professional 20h R12,900

Prerequisites: Basic IT knowledge

Business continuity and disaster recovery planning: BIA, RTO/RPO, backup strategies, DR testing and building resilient IT
infrastructures.

CASE Java  –  Certified Application Security Engineer – Java 40h R28,800

Prerequisites: Java knowledge

Secure software development for Java environments: input validation, authentication, authorisation, error handling, cryptography
integration and OWASP Java security best practices.

CASE .NET  –  Certified Application Security Engineer – .NET 40h R28,800

Prerequisites: C#/.NET knowledge

Secure coding for .NET/C# applications covering injection prevention, secure session management, cryptographic APIs, code
review techniques and ASP.NET security hardening.

ICS/SCADA  –  ICS/SCADA Security 20h / 40h R18,900 / R28,800

Prerequisites: OT/ICS knowledge

Operational technology security for industrial control systems: ICS/SCADA architecture, threat landscape, network segmentation,
incident response and compliance frameworks (NERC CIP, IEC 62443).

ISE  –  Information Security Essentials 20h R12,900

Prerequisites: None

Foundational information security principles covering CIA triad, access controls, risk concepts, compliance basics and security
policy fundamentals.

SOC Essentials  –  SOC Essentials 20h R12,900

Prerequisites: Basic IT

Introduction to Security Operations Centre functions: alert triage, basic log analysis, SIEM concepts, escalation procedures and the
SOC analyst role.
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SCP  –  Security Certified Practitioner 20h R18,900

Prerequisites: Basic networking & security knowledge

Practical security certification covering risk management, network security, access controls, cryptography and security operations
for practitioner-level roles.

OSCP  –  Offensive Security Certified Professional 40h R32,700

Prerequisites: Strong Linux, networking & pentesting knowledge

Rigorous hands-on penetration testing programme with a 24-hour exam. Covers buffer overflows, exploit development, privilege
escalation, Active Directory attacks and pivoting. Preparation and guided practice for the OffSec exam.

Blockchain

BBLC  –  Blockchain – Business Leader Certification 12h / 24h R14,900 / R19,900

Prerequisites: No technical knowledge

Non-technical introduction to blockchain technology: business use cases, DeFi, NFTs, smart contract concepts and strategic
implications for organisations across industries.

BFC  –  Blockchain – Fintech Certification 24h / 40h R19,900 / R28,800

Prerequisites: Basic finance/IT

Explores blockchain applications in financial services: digital assets, tokenisation, DeFi protocols, regulatory landscape and
integration with traditional finance systems.

BDC  –  Blockchain – Developer Certification 24h / 40h R19,900 / R28,800

Prerequisites: JS/Python knowledge

Technical blockchain development covering smart contract creation (Solidity), dApp development, Web3.js, Ethereum architecture,
testing frameworks and deployment best practices.

GRC, Privacy & Compliance

GRC Analyst  –  GRC Analyst Course 20h R18,900

Prerequisites: Basic IT & compliance awareness

Governance, Risk and Compliance fundamentals: risk frameworks (ISO 31000, NIST), control design, audit support, policy
development and GRC tool usage for analyst-level roles.

IT Auditor  –  IT Auditor Course 20h R18,900

Prerequisites: Basic IT & governance knowledge

IT audit principles aligned to ISACA standards: audit planning, control testing, evidence collection, audit report writing and IS audit
standards (COBIT, ISO 27001).

PECB DORA Foundation  –  PECB DORA Foundation 20h R18,900

Prerequisites: None

Introduction to the EU Digital Operational Resilience Act (DORA): regulatory scope, ICT risk management requirements, incident
reporting and third-party risk obligations for financial entities.
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PECB DORA LM  –  PECB DORA Lead Manager 40h R32,700

Prerequisites: Governance/Risk/Compliance experience recommended

Advanced DORA implementation programme: building ICT resilience frameworks, managing DORA compliance programmes,
overseeing digital operational resilience testing and regulatory reporting obligations.

CIPP  –  CIPP – Certified Information Privacy Professional (IAPP Prep) 20h R18,900

Prerequisites: Basic compliance/privacy knowledge

Preparation for IAPP CIPP certification covering global privacy frameworks, GDPR, POPIA, data subject rights, privacy programme
management and cross-border data transfer rules.

Project Management

IT PM  –  IT Project Manager Course 20h R22,800

Prerequisites: General business or IT knowledge

Practical IT project management skills: project lifecycle, stakeholder management, scope/time/cost control, risk management and
agile vs waterfall approaches for IT environments.

CAPM  –  CAPM – Certified Associate in Project Management 20h R18,900

Prerequisites: General business/IT knowledge

PMI CAPM exam preparation covering project management fundamentals, PMBOK Guide principles, process groups, knowledge
areas and predictive project delivery methods.

PMP  –  PMP – Project Management Professional 40h R32,700

Prerequisites: Project management experience recommended

Comprehensive PMI PMP exam preparation spanning predictive, agile and hybrid delivery approaches. Covers all PMBOK
domains: stakeholder engagement, team leadership, planning, delivery, monitoring and change management. Includes
scenario-based exam practice.

ITIL 4 Foundation  –  ITIL 4 Foundation 10h R10,900

Prerequisites: None

Introduction to the ITIL 4 service management framework: service value system, four dimensions model, guiding principles and
core ITSM practices for IT service delivery and support.

Security Fundamentals

Sec+ Fundamentals  –  Security+ Fundamentals 20h R12,900

Prerequisites: Basic IT knowledge

CompTIA Security+ exam preparation covering threats/attacks, network security architecture, implementation, operations, incident
response and governance/compliance fundamentals.
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Career Pathways

Ethical Hacking / Offensive Security Pathway
• EHE – Ethical Hacking Essentials  |  20h  |  R16,900
• CEH – Certified Ethical Hacker  |  80h  |  R43,600
• SCP – Security Certified Practitioner  |  20h  |  R18,900
• OSCP – Offensive Security Certified Professional  |  40h  |  R32,700

GRC Analyst Pathway
• Security+ Fundamentals – Security+ Fundamentals  |  20h  |  R12,900
• GRC Analyst Course – GRC Analyst Course  |  20h  |  R18,900
• PECB DORA Foundation – PECB DORA Foundation  |  20h  |  R18,900
• CIPP (IAPP Prep) – CIPP – Certified Information Privacy Professional  |  20h  |  R18,900

All prices exclude VAT. International exam fees are not included. Courses are delivered online via one-on-one live sessions with qualified

lecturers. Contact us at schoolofit.co.za to enrol or request a custom quote.


